
Conference on Democracy – Voting Integrity Panel 
Framing Questions for Panel Members 

 
 

1) Speaking from your expertise in your field, what do you see as the most 
pressing concerns/ problems with our current voting process?  Speak 
particularly to issues that have been revealed in the last 2 elections? 
 
2) What safeguards are in place for the 2008 election?  Are we better, the same 
or worse than in the past 8 years?  What are the most urgent steps that need to 
be taken to address these issues to ensure a fair and correct 2008 election? 
 
3) Describe an ideal voting process that would eliminate the challenges we 
currently face. 
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Abstract (Summary)

Riverside County was in the vanguard of a new electronics era in 2000, when it became the first county in the nation
to convert to computerized voting machines. In a series of controversial decisions last year, California Secretary of
State Debra Bowen decertified the vast majority of electronic voting machines in the state, arguing that they were
vulnerable to tampering and have defects that could corrupt vote counts.

(Copyright (c) 2008 Los Angeles Times)

CORRECTION: SEE CORRECTION APPENDED; Riverside County: An article in Section A on Jan. 28 about ballot
issues said Riverside County extended from the Colorado River west to the San Jacinto Mountains. It reaches the
Santa Ana Mountains.

Riverside County was in the vanguard of a new electronics era in 2000, when it became the first county in the nation
to convert to computerized voting machines.

With the new technology, voters were able to cast their ballots up to 10 days early and miles outside their own
precincts at shopping malls. An RV outfitted as an electronic polling station was sent to senior centers, Indian
reservations and places deep in the desert.

But after what Riverside Registrar Barbara Dunmore calls 40 successful elections on the $25-million system, those
programs are dead. The county has more than 3,000 of the machines in a warehouse, stacked up to the rafters,
perhaps never to be used again.

In a series of controversial decisions last year, California Secretary of State Debra Bowen decertified the vast majority
of electronic voting machines in the state, arguing that they were vulnerable to tampering and have defects that could
corrupt vote counts.

As a result of her order, about a third of California counties are scrambling to prepare for the Feb. 5 presidential
primary, printing millions of paper ballots, acquiring new optical scanners and pressing into service optical scanners
normally used to count absentee ballots.

San Diego, San Bernardino, Santa Clara and Riverside are among 21 counties hit by the decertification, putting
thousands of machines worth millions of dollars into storage.

The counties believed the machines provided a bulwark against a disputed election, like the one that hit Florida's
punch-card system in 2000. In their view, that election demonstrated an accuracy problem, not a security problem.
Nonetheless, the electronic machines are under a cloud.

Bowen enlisted a team of eminent computer scientists from top laboratories and universities. They were able to hack
into every type of voting machine. "People just don't trust them," Bowen said about the electronic machines. "You only
have one chance to get an election right."

http://proquest.umi.com/pqdweb?RQT=573&TS=1224209171&clientId=8859&LASTSRCHMODE=1
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The systems in Los Angeles County, which already uses paper ballots, and in Orange County were recertified and do
not expect major problems.

But some county registrars are warning of potential problems if elections are close, because paper ballots are
sometimes mismarked and must be interpreted for the actual voter intent -- just as with the Florida punch cards of
hanging-chad notoriety.

Election results also will be reported far later than normal, because tons of paper ballots must be hauled to county
headquarters and manually fed into the scanners. They sound like blenders chopping ice, and sometimes send ballots
flying across the room.

In San Bernardino, a test run of paper ballots in November found that optical scanners could count only 10,000 votes
per hour. That means it could take more than 17 hours, starting at 10 p.m., to handle the 175,000 votes expected, said
Registrar Kari Verjil.

"We will be working all night," she said.

Already, the pace is frenetic. In Riverside, workers are jammed in the warehouse bundling the paper ballots and
preparing new voting booths that must be distributed across the county, which sprawls from the Colorado River
westward to the San Jacinto Mountains.

In one early sign of trouble, Riverside has issued a warning to voters that some paper ballots were too deeply scored
along a fold line and could fall apart when unfolded. Those ballots have been mailed to voters and must be replaced.

Riverside is getting by in this election with more than $700,000 in last-minute spending for new scanners, voting
booths and other equipment. It may have to spend millions more in the future. In the coming elections, one electronic
machine can still be used in each precinct to provide access for disabled voters, a federal requirement. So Riverside
will use 720 of its 3,700 machines.

The decertification by Bowen, a Democrat, has stirred deep resentment in the Republican stronghold.

"This was a shoot-from-the hip political maneuver to help her gain name recognition," said Riverside County Supervisor
Jeff Stone. "This is purely a waste of taxpayer money. When the times are lean, this doesn't help."

The sentiment is similar elsewhere. "Of course it's difficult," Verjil said.

"It seems like every time we get a new secretary of state there is a new voting system," she said. "Who's to say what
will happen in four years if we get another secretary of state?"

San Diego County Registrar Deborah Seiler said Bowen had created unprecedented chaos in preparing for the
elections.

Seiler sued Bowen over one new requirement that counties increase audits in close races, even though victory margins
often change as more absentee ballots are counted. "We have no idea how we are going to be running our elections
week to week," she said. "What is at risk is voter confidence."

Despite the turmoil in other parts of the state, Los Angeles County, the biggest voting district in the nation, does not
face any major changes in its balloting system because it was already using the paper scanning method Bowen favors.

"The best news for us is, our voting system has been recertified by the secretary of state," said Acting Los Angeles
County Registrar Dean Logan. "For Los Angeles County voters, they are not going to see anything different than what
they have seen before."

Logan said the count would be slow in part because of the large number of mail ballots that would be sent in at the
last minute or dropped off at polling stations on election day. He estimated that more than 20% of the vote will not be
processed until after election day.

Orange County, meanwhile, uses a Hart InterCivic system -- the only electronic voting machine substantially unaffected
by Bowen's order, said Registrar Neal Kelly. Nonetheless, electronic machines have tremendous security protocols,
including putting 91,000 bar-coded seals on the machines to guard against tampering.
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"Welcome to my nightmare," Kelly joked. "There are a lot of grassy-knoll theories going on. Some of these people are
on the fringe and will never be satisfied."

David Wagner, an assistant professor of computer science at UC Berkeley, helped organize and lead the team of 50
experts who examined California's electronic machines.

They concluded that all of the computerized systems were flawed. In the worst case, they found, an individual could
introduce a virus into one machine that could spread to the entire system, causing the vote to be miscounted.

"This was not an easy attack," Wagner said. "It would have to be technically sophisticated. But it was doable."

The team concluded that the safest approach was to use paper ballots that could be counted using optical scanning
machines. Voters mark ballots themselves, leaving a paper record that can be rechecked.

"These scanning machines give you a much better basis for making elections trustworthy," Wagner said. But paper
ballots -- whether sent by mail or cast on election day -- have their own set of problems.

Since the first secret ballot election, some paper ballot boxes have been stuffed. Conny McCormack, the well-known
former registrar of Los Angeles County who retired last year after disagreements with Bowen, said the state review
never examined the security weaknesses of paper ballots.

What's more, some paper ballots will require a confusing mark that connects dots next to candidates' names. Any
improper marks or stray ink or the wrong color of ink can shoot a ballot into a reject pile.

From there, a so-called "duplication board" of election administrators would have to determine the voter's intent and
then transfer those selections to a new paper ballot.

"We don't have evidence of people trying to hack into our systems, but we do have evidence of people making a
mistake on paper ballots that cause accuracy problems," said Seiler, the San Diego registrar.

Contra Costa County Registrar Steve Weir, who heads a statewide association of election officials, said many counties
had had to scramble to find alternatives to computerized voting machines, and his own county was having trouble
finding enough poll workers.

He said he was confident that things were going to work, but added: "There are seasoned registrars like myself who
are sweating this election."

--

ralph.vartabedian@latimes.com

richard.paddock@latimes.com

Credit: Times Staff Writers
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E-Voting Glitches Abound: Five States with the Biggest Problems
(2006-11-08) -  Contributed by Debra D'Agostino

Updated: Reports of problems with electronic voting systems were widespread during the midterm elections. Here's a
look at the nation's biggest foul-ups. 

With roughly 33 percent of all voters using new electronic equipment to cast their votes in yesterday's mid-term election,
there was little surprise when precincts began reporting problems with the machines. In fact, counties in at least seven
states—Georgia, Illinois, Indiana, Ohio, Pennsylvania, North Carolina and South Carolina—extended polling hours as a result
of system glitches.  
 

At the moment, however, the reported errors have been attributed to poll workers who were improperly trained on how to
set up and operate the machines, not to malicious tampering or hacking of systems, as many e-voting experts had
feared—except in one case where a disgruntled voter smashed an electronic voting machine in Allentown, Pa. David Bear,
a spokesperson for e-voting equipment manufacturer Diebold Systems, says the reports show that while election officials
need time to become more familiar with the new electronic systems (which are mandated by the Help America Vote Act),
"it isn't a matter of problems with the technology or the equipment." 
 

  Was there e-voting fraud in yesterday's election?  
 

No formal allegations of tampering have yet surfaced. However, yesterday's election should be a wake-up call to all state
secretaries nationwide: Better management and tighter procedures are needed to ensure the security and accuracy of
future U.S. elections. What follows is a roundup of the election's biggest foul-ups, compiled from newspapers across the
nation.  
 

Montana: Voting glitches in Yellowstone, Gallatin and Flathead counties prevented Montana from completing its tally last
night, reports ABC News. As a result, election officials are currently recounting ballots by hand and hope to have the
results later today.  
 

Indiana: Like most states, Indiana's e-voting problems surfaced early in the day. According to The New York Times
(registration required) roughly half of the 914 precincts in Marion County (which includes Indianapolis) reported problems
getting machines to start in the early hours, and 175 were forced to resort to paper ballots as a result. In Delaware
County, officials extended voting hours to 8:45 p.m. after a glitch kept citizens in 75 precincts from voting.  
 

Ohio: In Ohio, problems with e-voting systems were so prevalent that Franklin County's phone system crashed for 90
minutes under the weight of resulting phone calls, reported the Columbus Dispatch. Meanwhile, state Rep. Jean
Schmidt's ballot was rejected by the machine at her local precinct, causing it to be put aside to be counted later. Reuters
reported that Cincinnati republican incumbent Rep. Steve Chabot was turned away   
 from the polls because he lacked proper identification.  
 

New Jersey: In New Jersey, where all voters in the state's 21 counties used e-voting systems, State Attorney General
Stuart Rabner was asked to probe claims that some machines were preset with votes for the Democratic Senate
candidate. Some precincts in Camden County reported problems with voting systems provided by Sequoia Inc., and
county elections superintendent Phyllis Pearl told 1010wins.com that roughly 35 of the county's 700 machines had  
"printer or mechanical malfunctions." 
 

Colorado: The Denver post reported widespread problems in Colorado's capital. Lawyers for the state's Democratic Party
requested that polls remain open for two additional hours in Denver County because of a problem with poll books, but
http://www.cioinsight.com - CIOInsight Ziff Davis Enterprise Holdings Inc Generated: 16 October, 2008, 18:43



their request was denied. Colorado allows voters to cast ballots anywhere in their respective county; a centralized
statewide voter database is used to track where their votes are cast. But network connection issues  prevented the
database from working properly in the morning, and the system crashed in the afternoon. As a result, many precincts
resorted to paper provisional ballots; some voters were turned away when the paper ballots ran out.  
 

Elsewhere: Smaller glitches were reported across  other states as well. In Florida, voting was held up when the electronic
activators used to start some e-voting machines in Broward County were accidentally erased. In Mississippi, where
voters returned to the polls for the first time since Hurricane Katrina, confusing Diebold touchscreen systems slowed
elections, reported MSNBC.com. 
 

Did you experience any glitches in yesterday's election?  Tell us about it.  
 

 For more information on the mid-term election, see CIO Insight's Mid-Term Election Report  
 
 

http://www.cioinsight.com - CIOInsight Ziff Davis Enterprise Holdings Inc Generated: 16 October, 2008, 18:43
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Electronic Voting Machines Are Reliable, Accurate, and Secure.
At Issue: Should the United States Move to Electronic Voting?. Ed. Diane Andrews
Henningfeld. Detroit: Greenhaven Press, 2007.

Electronic Voting Machines Are
Reliable, Accurate, and Secure
Table of Contents: Further Readings

Sonia Arrison is the director of technology studies and Vince Vasquez is a public policy
fellow at the Pacific Research Institute. Both Arrison and Vasquez are experts in high-tech
public policy issues.

Direct-recording electronic (DRE) devices have solved many of the problems associated
with paper ballots. The machines demonstrate few mechanical problems and they reduce
voter error, making them more accurate than paper ballots. Because votes are tabulated
quickly and precisely by machine, the use of DREs avoids human error. Although
conspiracy theorists warn that DREs will lead to widespread voting fraud, no evidence to
date supports this theory. Rather, the benefits of electronic voting are much greater than
any risks associated with their use.

In the months following the 2000 Florida vote fiasco, federal lawmakers began work on new
legislation to overhaul America's electoral system. The Help America Vote Act (HAVA) was
signed into law on October 2002, allocating billions of taxpayer dollars to replace
antiquated voting systems that have proven disastrous in post-election recounts. Nearly
700 counties have now procured direct recording electronic (DRE) devices, or "e-voting"
machines, a type of cutting-edge technology that has quickly moved the country away from
its perilous punch card past.

For millions of Americans, gone are the days of "dimpled" and "pregnant" chads. The use
of touch-screen monitors and adaptable software has increased vote integrity and ballot
security. With the click of a button, many Election Day errors have been innovated out of
existence.

DRE machines promise to take voter enfranchisement to new levels. Elderly voters have
found e-voting machines easier to read, a marked improvement from the small print and
unpredictability of paper ballots. A majority of African-Americans have expressed a high

http://find.galegroup.com/ovrc/infomark.do?action=interpret&contentSet=GSRC&type=retrieve&tabID=T010&prodId=OVRC&docId=EJ3010479203&source=gale&version=1.0&userGroupName=san92165&finalAuth=true#FurtherReadings
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unpredictability of paper ballots. A majority of African-Americans have expressed a high
level of comfort with DREs and thousands of handicapped voters, who sometimes were
turned away from the ballot booth, have found new hope in the accommodating use of this
electoral innovation. Indeed, e-voting machines proved critical to the success of the 2004
presidential election, which saw the rate of voter-ballot mistakes cut nearly in half from
2000 levels.

A 2004 Winston Group opinion poll indicates high voter confidence in the reliability of e-
voting machines, and a strong understanding of their benefits.

Despite the advances made through DRE machines, prominent computer scientists have
expressed concerns about the reliability and security of electronic voting. Some partisan
advocates have attempted to make political hay from the discrepancy between the 2004
presidential election returns and Election Day exit polls. Further, Internet-fed rumors and
conspiracy theories have sought to whittle DRE credibility with whispers of covert fraud and
rigged elections.

Electronic Voting Is Secure and Effective

While the concerns of computer scientists are important, current evidence shows that
electronic voting is more secure and effective than traditional ballots, which are more prone
to human error and cheap fraud. Conspiracy theories have turned out to be just that. Post-
election reviews have not found any indication of fraud or deceit involving the machines,
and polling data suggests that the public is embracing the digital ballot box.

A dozen different e-voting firms currently provide counties with various models of DRE
machines, each using their own unique proprietary code, security, and access
systems.
On Election Day 2004, voters cast more than 40 million votes, nearly one third of the
total, on approximately 175,000 electronic voting machines. Throughout the 2006
election cycle, over 65 million Americans will be able to use DRE devices at voting
centers nationwide. Of the more than 27,000 "incidents" reported by voters to the
Election Incident Reporting System (EIRS) on Election Day 2004, little more than
2,000 were related to "machine problems," which were not exclusive to DRE devices.
A 2004 Winston Group survey found that voters using e-voting machines are just as
likely to trust their voting technology as voters using lever machines and optical
scanners. The survey further revealed that seven out of 10 voters were not concerned
with the security of e-voting equipment, and that an overwhelming majority of voters
who have used e-voting systems agreed that DRE devices are helpful in reducing
electoral maladies, such as accidental over or under voting.
A 2005 poll developed by the Pacific Research Institute found that 51 percent of
Americans trust automated voting machines, with 25 percent not trusting, and 24
percent unsure. In addition, more than six in 10 respondents believed that new
technology would help improve the voting process, and more than half said it would
help reduce electoral fraud.
Poll workers can be "professionalized" to reduce human error, and those with
information technology backgrounds could be trained to handle more high-tech issues,
such as troubleshooting DREs on Election Day. Partnerships between election officials
and DRE device vendors could be forged to establish technical training programs for
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and DRE device vendors could be forged to establish technical training programs for
qualified poll workers.
With a competitive DRE vendor industry, election officials can open a bidding process
to meet any and all voter concerns for future purchases. Election officials and activists
can track the outcomes of different vendor machines over time, compare their
performance, and select those that best fit their county's needs.

The digital revolution has left an imprint on virtually every aspect of society, including the
process by which Americans choose their leaders. On Election Day 2004, voters cast more
than 40 million votes, nearly one third of the total, on approximately 175,000 electronic
voting machines. Relatively few complaints about e-voting systems were received, and
those that were could be attributed to user error. For the first time, thousands of
handicapped and special-needs voters, who in the past have been turned away from their
precincts, were allowed to vote at a polling booth.

A 2004 Winston Group opinion poll indicates high voter confidence in the reliability of e-
voting machines, and a strong understanding of their benefits. Despite the overwhelming
success of e-voting systems, the technology continues to be hounded by Internet-fed
rumors and conspiracy theories of massive fraud and rigged elections. Perhaps
surprisingly, prominent computer scientists and academics have come out against e-voting,
and many have questioned the potential drawbacks of using machines at the polling booth.

Has America shifted too quickly from "hanging chads" to "touch-screen" voting, and is e-
voting here to stay? This policy briefing examines the rise of e-voting, what its critics say,
how to answer them, and what the future might hold.

The 2000 Presidential Election Recount

The widespread adoption of e-voting technology can be partly attributed to the problems
surrounding the 2000 presidential election recount. With early reporting precincts handing
George W. Bush a razor-thin Florida victory on Election Day, pundits called into question
the notorious fallibility of punch-card ballots.

Within days, scores of lawyers and "chad teams" descended upon the Sunshine State,
scrutinizing voter intent and wrangling the courts for control of the White House. For more
than a month, accusations of minority disenfranchisement and voter fraud mired the state,
leaving the country without a presidential successor. Having struck a major blow to the
legitimacy of American elections, and voter confidence nationwide, congressional
lawmakers jumped into action.

In October 2002, President George W. Bush signed the Help America Vote Act (HAVA), a
$3.75-billion effort by Congress to overhaul voting systems and bolster voter outreach
across the country. HAVA allows federal grants to be awarded to counties to replace
outdated punch card ballots with high-tech voting solutions such as optical scanners and
direct recording electronic (DRE) voting machines. Responding to complaints from voters
who were wrongfully turned away from precincts on Election Day 2000, HAVA requires
local election officials to create a statewide voter registration list, distribute "provisional"
ballots, and increase polling access to disabled voters.
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Republicans and Democrats alike have praised HAVA as a significant step towards fairer
elections and more accurate vote counts. Representative Robert Ney of Ohio, the lead
Republican HAVA sponsor, proclaimed that with the signing of HAVA, "no more will voters
have to wonder if their vote was properly recorded or not."

Representative Steny Hoyer of Maryland, the leading Democratic sponsor, called the
elections bill "the most important civil rights legislation since the Voting Rights Act of 1965."
It is perhaps a bit of a stretch to place the legislation in that category, but nevertheless it
makes it easier for counties all over the country to join the digital age.

A Comparison of Voting Systems

Most states have used their HAVA funds to replace punch-card ballots with Direct
Recording Electronic (DRE) machines and optical scanning technology. However, not all of
the voting systems of yesterday have been discarded in every county, so it's important to
understand how they differ from the electronic voting experience.

Lever machines

Lever machines were a hallmark of early American voting, particularly along the East
Coast, where they are still being phased out of existence. Under this system, voters pull
levers on large machines to indicate their selections, which are then recorded by a
mechanical counter.

Punch-card machines

Punch-card voting systems use either a stylus or a hole-punching mechanism to allow
voters to indicate their ballot selections on a paper ballot. These ballots are then fed
through reading machines to tabulate votes.

Optical scan ballots

With optical scan systems, voters fill in "bubble sheets," broken lines, or other types of
paper ballots to mark their selections, which are then fed through an electronic device to
tabulate the votes. Physical ballots are usually kept as an audit trail, in case errors,
misfeeds, or miscounts are later discovered.

Direct Recording Electronic (DRE) machines

There are many types of DRE systems made by a number of different vendors such as
AccuPoll, Avante, Diebold, Sequoia, ES&S, and Hart InterCivic. The specifics of each
system vary, but one common method is to give voters personal identification numbers
(PIN) or a "voter card," a credit-card-sized plastic memory card that they bring with them to
access touch-screen or keypad-operated terminals.

After completing their selections, the machines present a summary of all votes cast. Voters
are then allowed to submit their selections onto the official vote record, which is stored in
the machine. After the election period has ended, each individual terminal is accessed with
an administrator card and PIN, and the final count tabulated.
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an administrator card and PIN, and the final count tabulated.

Nearly 700 counties in more than half the nation's states used DRE machines in the 2004
general election....

DREs Are Accessible

One of the key reasons election voting systems have taken off so quickly is that HAVA
requires recipient states to improve the accessibility and quantity of polling places in order
to maintain eligibility for HAVA funds. This order includes providing polling booth access for
individuals with physical disabilities, the visually impaired, and individuals with limited
English proficiency.

Activists and leaders from the disabled community, including the American Association of
People with Disabilities, are major proponents of DRE technology, as these devices are
found to be more accessible to the handicapped than other voting methods. Special DRE
features, such as Braille-embedded keyboards and headphones, enable the illiterate, the
blind, and the physically challenged to vote at a polling location. In addition, DREs can be
readily customized or retrofitted to accommodate the needs of a diverse electorate, without
the cost of reprinting paper ballots.

Voters Trust DREs

Over the last 25 years, e-voting has been steadily increasing. In 1980, one out of 40 voters
used DRE machines. By 2000, one out of nine voters used DREs. In 2004, one out of
every three voters used DREs to vote. That is, on Election Day 2004, 40 million out of
nearly 120 million votes were cast on 175,000 to 180,000 DRE machines. This growing use
continues to build trust with the public. According to a study by Election Data Services,
39% of American voters—over 65 million—will have the opportunity to use DREs
throughout the 2006 elections.

DRE devices provide two innovations to public elections: a visual verification of votes cast,
and remote vote storage.

Poll numbers also validate the e-voting phenomenon in the country. A 2004 Winston Group
survey found that voters using e-voting machines were just as likely to trust their voting
technology as voters using lever machines and optical scanners. The survey further
revealed that seven out of 10 voters were not concerned with the security of e-voting
equipment, and that an overwhelming majority of voters who have used e-voting systems
agreed that DRE devices are helpful in reducing electoral maladies, such as accidental
over or under voting. Another survey taken later that year also found that the majority of
African-Americans have a high degree of comfort in using DREs, more so than Caucasian-
Americans.

The Benefits of DREs

DRE devices provide two innovations to public elections: a visual verification of votes cast,
and remote vote storage. First, voters using e-voting machines are led to a screen where
they are allowed to verify their selections; if the votes received by the terminal are
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they are allowed to verify their selections; if the votes received by the terminal are
incorrect, then the voter has the option to return to the contest in question and change his
or her selection. Although HAVA requires all voting systems to allow voters to verify their
selections, optical scanners and other methods merely offer verification brochures and
printed reminders to double-check votes cast.

Second, votes are stored in each voting terminal, which can only be accessed with an
administrative data card and password. Historically, paper ballots were overly manhandled,
being placed into boxes, moved around, and passed through the hands of low-level poll
workers to precinct supervisors and county officials. Fraud was less detectable, and more
prevalent, as pre-scored ballots could be easily corrupted or votes altered with a simple
punch through a hole, or mark of a pen.

The pre-DRE vote era was marked with a high level of trust and responsibility upon
election officials, which due to innocent mistakes and malicious behavior, failed to
completely secure paper ballot integrity. DRE devices have one of the lowest "residual vote
rates" of any voting system because they help to reduce voter error. The residual vote rate
is the total sum of "under votes" (no votes cast in a contest) and "over votes" (more than
one vote cast in a contest) with a particular voting system. If a voter under votes on a DRE
device, a user prompt pops up asking him or her to confirm that they are declining to vote.
A similar prompt is used to prevent multiple votes, or over voting in a single race. Efficiency
of e-voting machines is also an added benefit.

Electoral results with touch-screen voting machines are tabulated faster than hand feeding
paper ballots through a punch-card reader or optical scanner, which may take hours, or
even days to complete. Hand counts of paper ballots are prone to problems, as the
repetitive nature of the activity and human fatigue draw less accurate counts than
electronic or machine counts.

E-voting machines appear to have earned the confidence of the electorate, proving to be
more reliable and easier to use than other voting systems.

DRE technology is constantly improving, and vendors continue to work to meet the needs
of election officials. And with all the extra scrutiny being applied by computer scientists
combined with experiments going on all over the country, Americans may wind up with a
better-run election system....

The Benefits Outweigh the Risks

As the famous American psychologist B.F. Skinner once said, "the real problem is not
whether machines think, but whether men do." For years, conspiracy theorists and
distrustful academics have warned of massive and malicious fraud with "black box" voting,
but partisan pundits have yet to cite a single example of such activity. And it's not for lack of
a paper trail.

A review of the voter-verified paper trail from an early 2004 election in Nevada found a
complete and accurate record of the votes cast. Electronic voting technology made a major
milestone in the last general election, as an unprecedented number of Americans used
DRE devices to cast their votes. User error and poll worker mishaps with e-voting
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DRE devices to cast their votes. User error and poll worker mishaps with e-voting
machines have been few and far between, and they are predicted to decline further with
future use and familiarity.

At the end of the day, the future of e-voting lies in the hands of the American people. DRE
devices will only become a mainstay in national politics if voters allow them to become so,
and all indications lead one to believe that such is the case. E-voting machines appear to
have earned the confidence of the electorate, proving to be more reliable and easier to use
than other voting systems.

The benefits appear to outweigh any risks that may arise with using electronic voting
systems. DRE vendors have shown a strong willingness to work with election officials to
quickly meet changing needs and requirements. The real question is how DRE devices and
—later—Internet voting, will continue to shape the way elections are managed in America.
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electronic voting, called the Everest report, found last year widespread
technical flaws and holes in software security, potentially allowing a
hacker to manipulate the vote count without leaving a trace.

 »  Jump to indexing (document details)

(Copyright (c) 2008 Los Angeles Times)

Electronic voting was widely embraced -- with the help of the federal
government -- as the cure for inaccuracies in vote counting that roiled the
2000 presidential election.

But eight years later, the fix has spawned a new round of bitter
controversy.

Uncertainty, legal challenges and, in some cases, chaos are gripping
voting offices as they contend with allegations that the electronic machines
are ridden with defects and vulnerable to manipulation.

Local and state administrators are switching systems or trying to patch up
problems at the last minute, even as they contend with new laws, earlier
primaries, complex ballots and, in some places, shortages of poll workers.

Registrars and secretaries of state are hoping to avert a disaster, but they
warn that vote counts will be late and that winners of contests may not be
known until the morning after elections. They also are bracing for an
onslaught of legal challenges to the outcomes.
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"It is causing senior elections officials to pull their hair out," said Stephen L.
Weir, Contra Costa County clerk and head of a California association of
registrars. "People are buckling down just to pull off this election."

At least four states -- California, Ohio, Colorado and Florida -- are moving
to severely limit or eliminate electronic voting machines, which were
rushed into service with $3 billion of federal funding over the last eight
years.

Legal challenges are being filed almost daily over voter registration issues
and new laws requiring identification, among other matters. Experts say
turmoil is unsettling elections offices in most states.

The reforms that led to the problems began almost as soon as the
Supreme Court issued a ruling that brought the Bush-Gore presidential
election to a close. In 2002, Congress passed the Help America Vote Act,
or HAVA, which was supposed to usher in an era of precise and secure
electronic voting.

With key voting dates approaching, counties and states are trying to switch
back to paper ballots amid allegations that the electronic machines have
unknown defects and are vulnerable to tampering.

"We are at a high-water mark, but what is extraordinary is that the water
has already been high for years," said Doug Chapin, director of
Electionline.org, a nonpartisan group funded by the Pew Charitable Trusts
that has tracked voting technology since 2001. "The $3 billion of federal
money has created more problems than it solved."

Under a decertification order by California Secretary of State Debra
Bowen, thousands of electronic voting machines will be kept in storage
during the Feb. 5 presidential primaries, as well as the state primaries in
June and the general election in November.

The primary results will probably take until 6 a.m. on the day after the
election to tabulate, and counting absentee ballots could take additional
days, according to interviews with registrars across the state.

"It doesn't take much to spawn a conspiracy theory these days," said a
weary Bowen, who has asserted that her review of electronic voting last
year demonstrated that the machines lack the necessary security and
reliability.

Some registrars around California sharply disagree and say Bowen has
contributed to a "mass hysteria" that has led to a record level of confusion
and voter distrust.

"This is a singular moment," said Conny McCormack, former registrar of
Los Angeles, who quit last year after disagreements with Bowen. "Politics
have bled into this. It reminds me of a Third World country when their
elections administrators get politicized."

Florida has moved to scrap all of its electronic voting machines after a
disputed outcome in the midterm elections of 2006 in Sarasota County.
The machines recorded about 18,000 fewer votes in the 13th
Congressional District race than in other contests, fueling allegations that
the machines had been corrupted. Republican Vern Buchanan won by a
few hundred votes, leading to a lengthy though unsuccessful fight by his
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challenger.

Ohio Secretary of State Jennifer Brunner wants her state to get rid of its
electronic machines before the November general elections. She has
recommended to the Legislature that it rush through action to authorize
paper ballots.

The state used $100 million of federal money from the Help America Vote
Act, as well as additional local expenditures, to buy the electronic voting
stations. But the new equipment had serious glitches in 2006 elections that
resulted in an unknown number of lost votes in Cuyahoga County.

A massive Ohio study of electronic voting, called the Everest report, found
last year widespread technical flaws and holes in software security,
potentially allowing a hacker to manipulate the vote count without leaving a
trace.

"None of our voting systems tested well in Ohio," Brunner said. "We have
to use something that will cause the least harm."

In hindsight, HAVA has failed in one of its crucial missions. "If we are
talking about public confidence in elections, HAVA didn't do what it was
supposed to do," she said.

In Colorado, Secretary of State Mike Coffman issued a decertification order
affecting most of the machines in the state, while the Legislature considers
emergency action to shift at least partly to paper ballots.

"It is a drastic change," Coffman acknowledged, but one intended to help
soothe "increased distrust" over electronic voting. "There is some
uncertainty. But there is still time to do it."

The decertification orders, along with disputes over voter registration
issues and voter identification laws, have triggered an avalanche of
lawsuits. The Supreme Court has heard arguments involving an Indiana
voter-identification law, but that is just the tip of the iceberg.

Interviews with secretaries of state across the nation, election law experts
and others indicate that they expect the lawsuits to continue up to the
election and afterward, raising the prospect that a close presidential
election will yield further turmoil and legal disputes over the outcome.

Congress thought it was fixing the system in 2002 when it passed HAVA,
laying the groundwork to eliminate punch-card systems, create new
standards for certifying electronic voting machines and provide access to
the disabled.

It created the Election Assistance Commission, a panel of two Republicans
and two Democrats, to administer the new law.

But the $3 billion was handed out to states before the agency was formed,
before new standards were created and before the commission could
certify independent labs that would put a federal stamp of approval on the
new equipment. As a result, the states purchased the machines based on
the marketing of the four major electronic voting machine companies.

"It is really a mess at the federal level," said David Jefferson, a computer
scientist at Lawrence Livermore National Laboratory, who has advised
California on electronic voting for years. "And neither states nor counties



10/16/08 4:17 PMDocument View

Page 4 of 5http://proquest.umi.com/pqdweb?index=null&did=1420801851&Srch…VType=PQD&RQT=309&VName=PQD&TS=1224198738&clientId=8859&cfc=1

have the technical expertise that computerized voting technology requires."

Keeping voting secure is far more difficult than tracking money in the
banking system or keeping control of U.S. nuclear weapons, Jefferson
said. With secret voting, the government must know who voted but cannot
know how they voted. As a result, it is impossible to prove that any
individual's vote was actually counted.

After the election is over, any corruption in the counting of votes would be
impossible to determine, said Edward Felten, a computer scientist at
Princeton University.

"I am pretty alarmed about the reliability and security of electronic voting
equipment," Felten said, adding that the software used in voting machines
is substandard when compared to high reliability equipment like medical
systems.

But Kimball Brace, a longtime Washington consultant on voting issues,
said computer scientists did not fully understand all the safeguards,
integrity and professionalism that existed in the more than 3,000 counties
in the nation.

The entire controversy over voting technology began with a dispute about
accuracy, not security, in the 2000 election, Brace and others said.
Electronic voting provides for the most accurate and efficient tabulation
possible, free from arguments over voter intent and flawed ballots.

"There has never been a case of an electronic voting system being
tampered with in a live voting environment," said Michelle M. Shafer, vice
president for communications at Sequoia Voting Systems in Oakland, one
of the four major equipment makers.

Rosemary Rodriguez, chairwoman of the Election Assistance Commission,
notes that most of the uncertainty about voting equipment is lodged in only
a handful of states. She said HAVA had done a lot of good.

"I wouldn't say there is uncertainty across the board," she said. "There are
spikes of uncertainty."

Nonetheless, activists and academics appear to be winning the battle.

"Trying to defend electronic voting machines is becoming harder and
harder," Brace said. "Election administrators see the tea leaves and
recognize the battle has been fought and won by the activists."

ralph.vartabedian@latimes.com

Credit: Times Staff Writer

[Illustration]
Caption: PHOTO: VULNERABLE? Government investigators, faced with a
disputed 2006 election in Florida's 13th Congressional District, test a computer
part on an electronic voting machine.; PHOTOGRAPHER:Thomas Bender
Sarasota Herald-Tribune
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